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Talk outline
Background
— European Cooperation For Space Standardization (ECSS)
Standards

— Tool Supported CHESS Methodology
» ConcertoFLA

Multi-Concern Dependability-centered Assurance
Approach
Attitude Control System Example

— Modeling of ACS and dependability

— Failure Logic Analysis (FLA)
— FLA results and interpretation for dependability attributes

Conclusion
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6.4.1 General

Dependabi I |ty a. Dependability analyses shall be conducted on all levels of the space
system and be performed in respect of the level that is being assessed i.e.
ECSS—Q—ST—BOC System, Subsystem and Equipment levels.

7.5.2 Hazard analysis

7.5.4.5 Fault tree analysis

Safety ECSS-Q-ST-40C

a. The fault tree analysis shall be used to establish the systematic link
between the system-level hazard and the contributing hazardous events
and subsystem, equipment or piece part failure.

6.2.2.2
SOftware PrOdUCt ASSU rance a. The supplier shall perform a software dependability and safety analysis
of the software products, in accordance with the requirements of EC55-
ECSS_Q_ST_SOC Q-5T-30 and ECS5-Q-5T-40 and using the results of system-level safety

and dependability analyses, in order to determine the criticality of the
individual software components.

Secure Software Engineering 1222
b. The supplier shall perform a cyber-security risk assessment of the software
Standard ESSB-ST-E-008 products in order to determine the security sensitivity of the individual

software components.
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Tool Supported CHESS Methodology

CHESS iIs an open-source methodology and
toolset available from Eclipse/Polarsys 35
— Model Driven Methodology CHESS
— Component Based Approach
— Seperation of Concerns oS R —
— Dependability Profile | EEEAE

v B9 «CHESS» model

B «RequirementView» modelRequirementView

B3 «SystemView» modelSystemView

&1 «ComponentView» modelComponentView
&1 «DeploymentView» modelDeploymentView
&1 «AnalysisView» modelAnalysisView

B3 «PSMView» modelPSMView
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ConcertoFLA

ConcertoFLA is a failure logic analysis tool to
gualitatively evaluate failure behavior of a component
based system, given the failure behavior of individual
components

CHESS Toolset

ConcertoFLA
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Overview of ConcertoFLA approach

Failure Propagation Transform Calculus (FPTC)

Input ports FPTC output ports
{failures} Expressions {failures}

4

Inputport.failuretype -> Outputport.failuretype

— Failure types — Component behavior
e Value [Coarse, Subtle] * Sink
* Timing [Early, Late] * Source
* Provision [Omission, * Transform
Commission] * Propagate
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Multi-Concern dependability
centered assurance

Qualitative evaluation of hd
S Overall Flow
system dependability
— Is the system acceptably safe, ]
- Dependability Modeling
secure, reliable? etc. and Analyss
DeSign deCiSionS Inte;z::::itlilrt::for Interp;::::‘ironfor Imergﬁri:jar:i:nfor
— Introduce safety, security and : ' i
reliability measures accordingly Tt .
— System designer evaluates the I
tradeoff and re-design Refoctoring?
[No]
!
o
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Attitude Control System (ACS)

ACS controls the orientation of the satellite relative to
a reference object.
command‘ [ ]

[ ] measurement

Attitude Control Functions
— Process units data

— Estimate the state

— Compute the control torgue to be applied on satellite for
maintaining desired attitude
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ACS Operational modes

Different operational modes
— Depending upon missions
— Involves different units — sensors and actuators

Sun Acquisition and Survival mode (SASM)

( N
) measurement command‘
1 >

. J
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SASM Mode Functional
Requirements
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Functional Requirements for computing the
torque in SASM mode

The RCT sun acquisition control function shall compute and
output a control torque based on:

- PD-controller

- Gyroscopic torque compensation

- Deadband filter.

in order to point the S/C (it's reference direction) at the sun.
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ACS Architecture in CHESS

«Component=
E]ACSComposite

sunEstVec
L
ol = torqueSelectorimpl
=l steerControllerimpl
sunEstVec speclorgue
sunEstViec ctriTorque
= pDControllerimpl [ :l
L | specTorque ctriTergue
sunEstvec
angWelocity
L ang\elacity ] propTorque
propTorque

feedforwardTorque

propTorgue |_J

yroDistTorque =l feedforwControllerimpl
|: _ _|feedf0rward Torque '_:|
gyroDistTorgques [‘_'7 feedforwardTorque L
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Failure Behaviour of Components
Components behave as propagator in the

prelimnary design, before introducing
dependability means

«Component=
= IFeedforwControllerlmpl
ValueSubtle L] e ValueSubtle
gyroDistTorques
ValueCoarse ValueCoarse
feedforwardTorg ue[ﬁ
@

FLA:gyroDistTorques valueSubtle-»feadforward Torque valueSubtle;
FLA:gyroDistTorques. valueCoarse- »feedforwardTorgue valueCoarse;
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Fault Injection
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«Components

F]ACSComposite

«FPTCSpecification=
oeeeed failure=[valueSubtle, valueCoarse]
e

The value of the
state estimates |

El  steerControllerimpl

AEE sunEstviec

= pDControllerimpl

IS invalid

sunEstWec

angVelocity

«FPTCSpecification=
failure=[valueSubtle, valueCoarse]

T

«FPTCSpecification=
failure=[valuseSubtle, valueCoarse]

I’/'—

[’:l specTorgue

= torqueSelectorimpl

propTorgque

—
i

sunEstWec

specTorgue

propTorgue

feedforwardTorque

ctriTorque

[—

ctriTorque

= feedforwControllerimpl

gyroDistTorques

[:@\TEH

feedforward
L

Torque

propTorgue |_

-
feedforwardTorque L
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Backpropagation of Results

«Components
F1ACSComposite

5%

«FPTCSpecification= <FPTCSpagification:
weeene]  Tailure=[valuesubtievalueCoarse] | faiIureaIueSuthe] ________

% | FLAtorqueSelector.ctriTorque

| sunEstVec
| FLA: ciriTorque
«FPTCSpecifications=

[ !
a =l torqueSelectorimpl - .
B steerControllerimpl failure=[value5ubtle

L]

sunkstviec specTorgue .
[E,—u 4% sunEstivec |f ctrITorque"\.
[

E pDControllerimpl specTorque ctriTorque
sunestiee FLA:sunEstVec.valueCoarse,
angvelodity 7 propToraue specTorque.w_lldcard,
propTorque propTarque.wildcard,
N |~FPICSpedtication- feedforwardTorque.wildcard
""" failure=[valueSubtle, valueCoarse]
4? feedforwardTorque l
ctrlTorgue.valueCoarse;
«FPTCSpecification=
failure=[valueSubtle, valueCoarse] T propTorque LJ
,"/'—'F'
_\,fid’lsistTorq ue: B feedforwControllerimpl
_|feed forward[forque -
feedforwardTorque L:|

gyroDistTorques
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Failure Propagation Paths
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A 4 [CompositeComponent] ACSComposite

e feContainer

Fai I u re P rO pag ati O n e id = model:modelComponentView:ACSComposite
° name = ACSComposite
t. inputPorts (3)

Path Browser et ®)
v | [Port] ctriTorque |

- OUtpUt PortS s /eContainer

e id = model:modelComponentView:ACSComposite:ctriTorque

- Fai I U re Type ° name = ctriTorque
. . L connectedPorts (1)
— Previous Failures v & failures (2

Iv + [Failure] valueCoarsel

s feContainer
e type = failure
e id = valueCoarse
t. acidAvoidable (0)
t. acidMitigation (0)
| > v previousFailures (1) |
4+ [Failure] valueSubtle
t. newFailures (0)

L owner (1)

L incomingConnections (0)

L outgoingConnections (0)
4+ [Port] feedforwardTorque
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Failure Propagation Paths

<?xml version="1.0" encoding="ASCII"?>

<flamm:CompositeComponent xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:flamm="http://www.polarsy

<inputPorts id="model::modelComponentView: :ACSComposite: :angVelocity" name="angVelocity" connectedPorts="//Rc
<failures type="failure" id="valueSubtle"/>
<failures type="failure" id="valueCoarse"/>

</inputPorts>

<inputPorts id="model::modelComponentView::ACSComposite: :gyroDistTorques" name="gyroDistTorques" connectedPor
<failures type="failure" id="valueSubtle"/>
<failures type="failure" id="valueCoarse"/>

</inputPorts>

<inputPorts id="model::modelComponentView: :ACSComposite: :sunEstVec" name="sunEstVec" connectedPorts="//Gcompo
<failures type="failure" id="valueSubtle"/>
<failures type="failure" id="valueCoarse"/>

</inputPorts>

<outputPorts id="model::modelComponentView: :ACSComposite::ctrlTorque” name="ctrlTorque" connectedPorts="//kco
<failures type="failure" id="valueCoarse" previousFailures="//@components.2/@outputPorts.0/@failures.0"/>
<failures type="failure" id="valueSubtle" previousFailures="//@components.2/@outputPorts.0/@failures.1"/>

</outputPorts>
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Interpretation for Reliability |

ACS provides
imaccurate torques

Walue_Oarse Tallure

at TorqueSelector's
ctriTorque output
Dot

valueSubtle failure
at TorgueSelector’s
crriTorque outout o

valueCoarse failure
at PDController

valueCoarse failure
at SteerControlier

valuecoarse failure at
FeedforwardControlier
component's component’s compoanent’'s
feedforwardTorque specTorgue output propTorque output
ouUtput port pore pore

valueCoarse failure
at ACS sunEstWec
input port

walueCoarse failure
at ACS sunEstWec
input port

valueCoarse tailure
at ACS
gyrolistTorques
input port

valueCoarse failure
at ACS sunEstvec

imput port

valueCoarse failure
at ACS sunEstWec
imput port
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Interpretation for Safety

Safety Hazard

— Inacurate control torques in Sun acquisition and
survival mode
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Interpretation for Security

Security Breach

— ACS provides corrupted services and loses
Integrity
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Dependability Measures Updated

The RCT sun acquisition control function shall flag the
control invalid and output a control torque of zero if any of:
- estimated sun vector

- estimated rate

are invalid.

The RCT sun acquisition control function shall flag the
control invalid and output a control torque of zero if the
angular momentum estimation function indicate that there
is no valid S/C body rate.

June 20-22 2018, 23rd International Conference on Reliable Software Technologies 21
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Conclusion and Future Work
CHESS toolset is used to
— Model the ACS and dependability information

— Perform failure logic analysis
— Manually interpret the results for multi-concern

Provision of tool-support.
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Thank you for your attention!

Discussion time...

Call For Fast Abstracts..... Deadline July 2, 2018
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